Energy Web Server

User Manual

08/19-01

< bat:k

hOITJe

RA00161CE






Energy Web Server

1. Licence Agreements 5
Contents 2. System requirements 7
3. Catalogue numbers 7
4, Compatible Devices 8
4.1 Measuring / metering devices 8

5. Languages available 9
6. Preliminary operations 10
7. Implementation 10
7.1 Local settings 10
7.2 Connecting the device to a PC - Programming 10

7.3 Web Server default settings 10

7.4 LAN configuration of the computer 11

7.5 Configuration of the Web Server 13
7.5.1 Network settings - Personal configuration 13

7.5.2 Access with new Network parameters 16

7.6 Data and Time settings 19

7.7 Update of the Web Server 21
7.7.1 Update procedure 22

7.8 Changing of the Web Server’s language 23
7.8.1 Changing of the default language 23

7.8.2 Changing of the display language 24

7.9 Remote settings 25
7.10 Connection schemes - Normal Use 25
7.11 LAN configuration of the computer - Automatic IP address 26

7.12 Configuration of the electric installation in the Web Server - “System

configuration” 28

7.12.1 Gateways and Devices configuration 30

7.12.1.1 Creating and Saving new Gateways 31

7.12.1.2 Creating and Saving of “Physical” Devices 32

7.12.1.3 Advanced options 37

7.12.1.4 System functions 40

7.12.2 Loads, Groups and Panel boards configuration 42

7.12.2.1 Panel boards 43

7.12.2.2 Loads 44

7.12.2.3 Measure groups 45

7.12.2.4 System functions 46

7.12.3 Bill of Consumptions 48

7.12.4 Configuration of the data sample rate 49

7.12.5 Master/Slave function 51

7.12.5.1 Activation of the function 52

7.12.5.2 Creating and Saving of "Virtual” Gateways and Devices 53




Contents

8. Use 57
8.1 Access 57
8.1.1 Access rights 57
8.1.2 Creating a new User 58
8.1.3 Changing of the access rights 60
8.1.4 Logout procedure 53
8.2 Data display pages 61
8.2.1 My panel board 61
8.2.2 Consumptions: data & diagrm. 64
8.2.2.1 Grand Total 66
8.2.2.2 Partials - Groups and load type 68
8.2.2.3 Compare 69
8.2.2.4 Details 70
8.2.2.5 Advanced histograms display 72
8.2.3 Link Functionality 75
8.3 Historical of consumptions 77
8.3.1 CSV files options 77
8.3.2 Access to CSV files 78
8.3.3 Management of CSV files 80
8.3.3.1 "devices” folder 81
8.3.3.2 "energy” folder 82
8.3.3.3 "eqcheck” folder 82
8.3.3.4 "gas” folder 82
8.3.3.5 "overall total” folder 82
8.3.3.6 "settings” folder 83
8.3.3.7 "water” folder 83
8.4 Reports & data download 84
84.1 Data download 84
8.4.2 Reports 88
8.5 Pushing e-mail and notifications 92
8.5.1 E-mail settings 92
8.5.2 Telegram 94
8.5.3 Automatic reports 96
8.5.4 Alerts settings 99
8.6 Reports: alarms 101
9. Backup and Restore 102
9.1 Backup procedure 102
9.2 Restore procedure 104
10. Network type and access mode 106
10.1 LAN/Intranet 106
10.1.1 Ports 106
10.2 WAN/Internet 107
10.2.1 Ports 108
11.FAQ 109
11.1 Access problems 109
11.2 Telegram problems 109
11.3 E-mails sending test problems 109




Energy Web Server

1. License Agreements
IMPORTANT:

PLEASE READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT
CAREFULLY BEFORE USING THE SOFTWARE (AS DEFINED BELOW).

THIS IS A LICENSE AGREEMENT BETWEEN YOU AND BTicino SpA (BTicino)
WHICH IS LOCATED IN VIALE BORRI 231, 21100 VARESE, ITALY.

BY OPENING THIS PACKAGE, BREAKING THE SEAL, CLICKING THE “I AGREE”
OR “YES” BUTTON OR OTHERWISE INDICATING ASSENT ELECTRONICALLY,
OR LOADING THE SOFTWARE, YOU AGREE TO THE TERMS AND CONDITIONS
OF THIS LICENSE AGREEMENT.

IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS, MAKE NO
FURTHER USE OF THE SOFTWARE, AND CONTACT YOUR VENDOR OR
BTicino CUSTOMER SERVICE FOR INFORMATION ON HOW TO OBTAIN A
REFUND OF THE MONEY YOU PAID FOR THE SOFTWARE.

1. DEFINITIONS

“Software” means:

(a) all of the contents of the files of the software (“Energy Management
Software”) either with a Web server (“Energy Web Server”);

(b) related explanatory written materials or files (“Documentation”), fonts and
the packaging of the product;

(c) upgrades, modified versions, updates, additions, and copies of the foregoing,
provided to you by BTicino at any time (collectively, “Updates”).

“Use” means to access, install, download, copy, or otherwise benefit from using
the functionality of the Software.

2. GENERAL USE OF THE SOFTWARE
2.1 License
This contract is a license Agreement.

BTicino grants you a right not exclusive and not transferable to use the Software
according to the conditions ant terms defined below.

2.2 Rights and obligations

You may:

- use one copy of the Software on a single computer. If a greater number of
copies and/or number of computers is specified within the Documentation or
the applicable transaction documentation from the authorized distributor or
reseller from which you obtained the Software, you may use the Software in
accordance with such specifications;

- make one copy of the Software for back-up or archival purposes, or copy the
Software onto the hard disk of Your computer and retain the original for back-up
or archival purposes;

- use the Software on a network, provided that you have a licensed copy of the
Software for each computer that can access the Software over that network;

- permanently transfer all of your rights in the Software granted under this
License Agreement to another person or entity, provided that you retain no
copies of the Software and the transferee agrees to the terms of this License
Agreement. Partial transfer of your rights under this License Agreement shall not
be permitted. For example, if the applicable documentation grants you the right
to use multiple copies of the Software, only a transfer of the rights to use all such
copies of the Software would be valid;




1. License Agreements (continued)

2.2 Rights and obligations (continued)

- use the Software in accordance with any additional permitted uses which may
be set forth below.

You may not, nor may you permit any other person to:
- sublicense, rent or lease any portion of the Software;

- reverse engineer, decompile, disassemble, modify, translate, make any attempt
to discover the source code of the Software or create derivative works from the
Software;

- use the Software as part of a facility management, timesharing, service
provider or service bureau arrangement;

- use the Software in any manner that is not permitted pursuant to this License
Agreement.

3. COPYRIGHT
The Software is the property of BTicino or his licensers and is protected by law.

4. LIMITED WARRANTY
Warranty period for Products shall be 12 (twelve) months from delivery date.

BTicino guarantees the smooth running of this software only with the use of
products BTicino. He cannot be held responsible in case of malfunction due to
the use of products others than products BTicino.

5. LIMITATIONS OF LIABILITY

BTicino cannot be held liable for any damages of any kind, including without
limitation any consequential, operating loss, data loss, malfunction of other
softwares installed on your computer or any lost profits resulting of the
impossibility to use the software, even if BTicino has been aware of the
possibility of such damage.

6. TERMINATION

BTicino has the right to terminate this Agreement by rights immediately by a
written notification if you fail to comply with any term of this Agreement and in
particular with the provision of article 2.2.

Upon termination of the license, you accept to destroy all copies of the Software
and his Documentation.

7. GOVERNING LAW

This Agreement will be governed by Italian Law.

In the event of issues relating to the construction, validity and/or execution of
this agreement the Parties undertake to find an amicable settlement.

Failing such a settlement, the disputes shall be submitted to the exclusive
jurisdiction of the Court of Milan.
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2. System requirements
Display possible on:
—  PC: (Device, Web Browser)
» Firefox: version 50 and following (v50.0+)
* Chrome:v55.0+
* Safari:v10.0+
*  Opera:v53.0+
— Tablet: (Device, Operating system, Web Browser)
* iPad (all versions), iOS 10+, Safari
*  Android v6.0+, Chrome v55.0+
- Smartphones: (see User Guide)

3. Catalogue numbers

SXWS255: “Energy Web Server 255"
- Management up to 255* devices

Note: for each Gateway max. 32 Modbus addresses or 32 pulse counters
* Recommended value 128

Software version 3.7.1




4, Compatible devices

4.1 Measuring / metering devices
- Range NEMO

Multifunction measuring units RS485 :
- Nemo D4-L, Cat.No MF6FT40026

- Nemo D4-L +, Cat.Nos MF6HT40003, MF6HT40006,
MF6HT4000H

— Nemo D4-e, Cat.No MFD4EO6

- Nemo D4-Le, Cat.Nos MFD4421, MFD4422, KRNEMODA4LE080,
KRNEMODA4LE142, KRNEMODA4LE190

— Nemo 96HD-e, Cat.No MF96E06

— Nemo 96HD-Le, Cat.Nos MF96411 + IF96001, MF96412 +
IF96001, MF96411 + IF96012, MF96412 + IF96012, MF96421,
MF96422, KRNEMOHDLE080, KRNEMOHDLE142,
KRNEMOHDLE190

- Nemo 96HD+, Cat.Nos MF96021 + IF96001, MF96022 + IF96001,
MF96021 + IF96012, MF96022 + IF96012

— Nemo 96EA, Cat.Nos MFQ96021 + IF96001, MFQ96022 +
IF96001

Multifunction measuring units pulse output (via the Concentrator
Cat.Nos IF4C001* or SXMIMP*) :

- Nemo D4-L +, Cat.Nos MF6HTU0003, MF6HTU0006,
MF6HTUOOOH

— Nemo D4-Le, Cat.Nos MFD4411, MFD4412
— Nemo 96HD-Le, Cat.Nos MF96411, MF96412

- Range CONTO

Energy counters RS485:

- Conto D1, Cat.No CE11165A4

- Conto D2, Cat.No CE20195A4

- Conto D2 MID, Cat.No CE2DMID11

- Conto D4-Pd, Cat.No CEADT06A4

- Conto D4-Pd MID, Cat.No CE4DMID31

— Conto D4-Pt, Cat.Nos CE4DT12A4, CE4DT12A6, CEADT14A4,
CE4DT14A6

- Conto D4-Pt MID, Cat.No CE4DMIDO1
- Conto D6-Pd, Cat.No CE6DT1256
- Conto D6-Pd MID, Cat.No CE6DMID56

Energy counters pulse output (via the Concentrator Cat.Nos IF4C001*
or SXMIMP*) :

— Conto D1, Cat.No CE11165A2

- Conto D1 MID, Cat.No CEIDMID12

- Conto D2, Cat.No CE20195A2

- Conto D2 MID, Cat.No CE2DMID12

— Conto D4-Pd, Cat.Nos CE4DT06A2, CE4ADT06A23F

- Conto D4-Pd MID, Cat.Nos CE4DMID22, CEADMID32
— Conto D4-Pt, Cat.Nos CEADT12A2, CE4DT14A2

- Conto D6-Pd, Cat.No CE6DT1252

- Conto D6-Pd MID, Cat.No CE6DMID52
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4.1 Measuring / metering devices (continued)
- Range NEMO SX
+  Multifunction measuring devices:
- Single-phase connection via Rogowski coil - Cat.No SXMM63
- Three-phase connection via Rogowski coil - Cat.No SXMT63
— Three-phase connection with CT - Cat.No SXMMT5
+ State and Control modules:
- Multifunction State Module - Cat.No SXMC02
- Multifunction Control Module - Cat.No SXM0C1
- via Modbus/NEMO SX interface - Cat.No SX1485

- @Gas counters

* Any device with pulse output (via the Concentrator Cat.Nos
IF4C001* or SXMIMP*)

- Water counters
* Any device with pulse output (via the Concentrator Cat.Nos
IF4C001* or SXMIMP*)
* Note: Pulse Concentrator must be properly programmed to be compatible with
the type of counter (Refer to the pulse concentrator’s technical documentation)

- Range Power factor controller ALPTEC
+ ALPTEC3.2 + ExtRS485
+ ALPTEC5.2 + ExtRS485
+  ALPTEC8.2 + ExtRS485
+  ALPTECS + ExtRS485

“Generic” Measurement/Counting Devices with Modbus RS485 output

* Any “other manufacturers” meter or counter with Modbus RS485
output, limited only to positive active energy

5. Languages available
Languages:

- HE

— Deutsch

- English

- Espafiol

- Frangais

- Francais (Belgique)
-  EM\nvika

- Italiano

— Nederlands (Belgie)
- Nederlands

- Polski

- Portuguese

- Pycckun




6. Preliminary operations
ATTENTION!

Before commissioning the installation we recommend you to verify on the
IME “e-catalogue” site if a software update is available.

Download the update file from IME site to your computer. This file will be used
to update the firmware.

(After downloading the update file follow the procedure detailed on pages 21 to 22
of this manual)

7. Implementation

7.1 Local settings
Local settings / configuration

— Procedure to configure the Web Server from a computer directly
connected to it.

Materials required

—  Web Server's instruction sheet
—  Web Server’s user manual
— PCwith a web browser (Chrome, Firefox, etc.)

Note: The local settings must be made mandatorily by a computer

Useful Information

- IP network parameters for Web Server (use the Parameters Table of the Web
Server)

7.2 Connecting the device to a PC - Programming

— Connect the Web Server directly to a PC by the Ethernet cable (is possible to
pass through a switch)
* Note: In this phase don’t connect the Web Server to other devices
(Gateways, etc. ) or to the Building Network

—  Supply the Web Server
=

Building
Network

4B

= Lo

7.3 Web Server default settings
* IP Address: 192.168.1.100
* Subnet Mask: 255.255.255.0
* Default Gateway: 192.168.1.1

Note: Web Server and Gateway have the same default settings
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7.4 LAN configuration of the computer
Follow the procedure:

Apri documento Microsoft Office

Muowo docurnento Microsoft Office

Programs ]
I_:A Docurnents 3

Settings

Search
Help and Support

Run...

Log OFf massimo desini...

Shut Down,..

Windows XP Professional x64 Edi

1.In the Start menu choose “Settings” then click “Network Connections”

‘,_'_\. Metwork Connections

File

Edit View Favorites Tools  Advanced Help

© 1_@ pSBarch | Foiders -

@_, Metwork Connections

(€

Address

A Name

Network Tasks LAN or High-Speed Internet

[El create s new
connection

@ Change Windows
Firewall settings

q Disable this netwark.

device

<L, 1394 Connection
<L Local Area Connection 2
9D wiredess Network Connection

f: Connection

General ‘ Support|
Connection
Status: Connected
Druration: 00.02.20
Speed: 100.0 Mbps
Ativity
2
Sent Received
> |
—3s
Packets: 220 15

3

Close

3. Click “Properties”

11



General | Authentication | Advanced

Correct using:

| B IntelR) 52577LM Gigabit Network Co ‘

This connection uses the following items:

% Clignt for Microsoft Metworks

= 105 Packet Scheruler

=L Fils and Frinter Sharing for Microsoft Metworks

4

Deseri

across diverse interconnected netw:

Transmission Contral Protocal/Internet Fy
wids ares network protocel that prervide

[] Show icon in natification area when connected
Maotify e when this connection has limited or no connectivity

orks.

4, Click “Internet Protocol (TCP/IP)”

5. Click “Properties”

Internet Protocol (TCP/IP) Prope:

rties

Generdl |

for the appropriate IP settings.

() Obtain an 1P address automatic;
Uise the Fallowing TP address:

7 1P address:

< 6 Subrnet mask:
-

Defauk gateway:

(&) Use the Fallowing DNS server a

‘fou can get IF settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator

192.1688. 1 .

255 . 255, 255 .

192.1688. 1 .

99

0

Preferred DMS server:

Alterniate DNS server:

L. . ]
L]

Con ) Lo ]

6. Click “Use the following IP
7. Enter the LAN parameters
8. Click “OK" to confirm

8

address”
as shown

General ‘ Authentication || Advanced

Connect using:

| BB IntellR) 82577LM Gigabit Network Co ‘

This connection uges the following itenms:

18] Clent for Miciosolt Metworks
,@ File and Printer Sharing for Mi
U8 )05 Packet Scheduler

icrosoft Metworks

Install...

Description
Transmission Contral Pratacol/inten

[ Show icon in notification area whes

wide area network protocal that provides communication
actoss diverse interconnected networks.

Natify me when this connection has limited o no connectivity

net Pratacal. The default

n connected

Co ) e

9. Click “OK" to confirm

9

12
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7.5 Configuration of the Web Server

7.5.1 Network Settings - Personal configuration
To access to the Web Server, type the IP address 192.168.1.100 (default IP)
in the web browser.

C O] b 1921681100 IP

Web Server’s Login page appears

Enter PIN code then press OK

1. Type the access PIN code 99999 (default PIN)
2. Click “OK"

Enter PUK cade then press OK

3. Type the access PUK code 00000 9999 00000 (default PUK)
4, Click “OK”
Web Server's Home page appears.

13



5. Click “Web Server configuration”

Web server configuration

6. Click “Web server settings”

7. Click “Network settings” to configure the LAN properties of the Server

14
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< back (0) home Network settings () 1ogout

LAN Subnet Mask

L =

8. Enter the new LAN settings.
Example of IP network settings to configure on the Web Server
- IP Address: 172.168.1.101
- Subnet mask: 255.255.255.0
— Default gateway: 172.168.1.1
9. Click “Save” 2 times to confirm
Note: Now the Web server has new network parameters

15




7.5.2 Access with new Network parameters

« After changing of the Network parameters of the Server, it is necessary to
configure manually an IP address compatible with the new IP address of the web
server as shown below:

(in the example the server has the IP 172.168.1.101 - use 172.168.1.99)

. Apri documento Microsoft Office
)

Muovo documento Microsoft OFfice

: »
L Programs

I_:) Docurments 3

Settings

Search

t)/' Help and Suppart e bnd Start Menu
2=] Run...
&

Log OFf massimo desini...

3
=
E
]
=
i
@
b
£
=
=
[N
b=
"
z
]
=
E

File:

Edit  Wiew Favorites  Tools  Advanced  Help

\_/:- < Lﬁ pSEar[h ||~ Folders v

A | Name
LAN or High-Speed Internet

[&] Create anew
connection

@ Change windows
Firewall settings

& Disable this network

device

<L 1394 Connection
L Loral Area Connection 2
U9 ywirelss Metwork Connection

8| ocal Argg Connection

2. Click “Local Area Connection”

& Local Area Connection Status

General | Suppart
Connection
Status Connected
Duratior: w0220
Speed: 100.0 Mbps
Activity
5 j:ﬁ Received
et B el
> ol
—ak
Packets 20 151

Close

3. Click “Properties”
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General | Authentication | Advanced

Correct using:

| B IntelR) 52577LM Gigabit Network Co ‘

This connection uses the following items:

g Clignt for Microsoft Metworks
g File and Printer Sharing for Microsoft Networks
= 105 Packet Scheduler

Descl
Transmission Control Protocol/Intemet Prg e default
wide area network pratocal that provide e ation

across diverse interconnected networks.

[] Show icon in natification area when connected
Maotify e when this connection has limited or no connectivity

4, Click “Internet Protocol (TCP/IP)”
5. Click “Properties”

Internet Protocol (TCP/IP) Properties

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need ta ask your network administrator
Far the appropriate IP settings,

() obtain an IP address automaticglL

Use the Following IP address:

172,168 . 1 . 99

IP address:
6 'Subnet mask:
<r 255,255,255, 0
Default gateway:

Obtain DNS server address aut

172,188 . 1 . 1

(%) Use the Following DNS server a

Prefered DN server ]
Alterniate DNS server: l:l

o =)

8

6. Click “Use the following IP address”
7. Enter the LAN parameters as shown
8. Click “OK" to confirm

General | Authentication | Advanced

Correct using:

| B IntelR) 52577LM Gigabit Network Co ‘

This connection uses the following items:
g Clignt for Microsoft Metworks

B4 File and Printer Sharing for Microsoft Networks
= 105 Packet Scheduler

Instal Urinstal
D escription

Transmission Control Protocol/Intemet Protocal. The default
wide a1=a network protocol that provides communication
across diverse interconnected netwarks.

[] Show icon in natification area when connected
Maotify e when this connection has limited or no connectivity

9. Click “OK” to confirm 9

17



To access to the Web Server, type the new IP address 172.168.1.101 (in the
example) in the web browser.

C 0|02 |P

Web Server’s Login page appears

Enter PIN code then press OK

1. Type the access PIN code 99999 (default PIN)
2. Click “OK"

Enter PUK code then press OK

3. Type the access PUK code 00000 9999 00000 (default PUK)
4, Click “OK"
Web Se(ver’s Home page appears.

Energy Web Server - SXWS255 Jengsn =]

Web server configuration

o™  System configuration

£ My panel board

Consumptions: data & diagrm

Reports & data download

Reports: alarms
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7.6 Data and Time settings
In the Web Server’s Home page

! ® ogout |
| Energy Web Server - SXWS255 EENE

onfiguration

1. Click “Web Server configuration

k back (@) home Web server configuration () rogout l

"

2. Click “Web server settings

B back (@) home Web server settings (1) 1ogout ‘

3. Click “Data and Time" to set these parameters

19



< back (@) home Date and time () ogout

2018/01/25 14:25:27

Time zone: E T

=

. o

nute

Monin  Da
1
Il

4, Enter the new parameters
— Time zone
— Data and time

5. Click “Save” to confirm

Note: Automatic time settings is set “OFF” per default. Enable this option only if
you want that the Server is able to reach the clock from a Network time protocol
(NTP) Server .

20
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7.7 Update of the Web Server
Materials required:
- File downloaded from the IME “e-catalogue”:

* Energy_Manager_Web_Server_SXWS10_32_255_v_r_b.zip
Energy_Manager_Web_Server = Product Name
i. SXWS10_32_255 = Catalog numbers
Energy_Manager_Web_Server_5XW510_32 255 v_r_bzip y_r_b = Version of the embedded application

The folder .zip contains the following files:
* File “jar": web server’s update package

- Procedure for updating the Web Server: follow the procedure
Access to the Web server typing PIN and PUK codes
Web Server’s home page appears

) ogout

Energy Web Server - SXWS255

L3  Web servegg nfiguration
& Syl niiguration
g2

Consumptions: data & diagrm

Reports & data download

Reports: alarms

1. Click “Web Server configuration”

< back (0) home: Web server configuration (1) iogout

Ff  Web server settings
A% Users

B Backup/Restore

oy Software ugite

% E%Mmcamm

2, Click “Software update”

21



< back (@) hon Software update 1) togout

Energy Web Server - SXWSZ _

DO Nt tum the Power off 0 the Server during the Upgrade Process

L 4

Compare the version of the installed software with the version of the file
received from technical customer service. Update the Software if the file
version is more recent than the installed version.

7.7.1 Update procedure
— From the compressed folder, extract on your computer the file:

“wsmeasure.jar”
Note: Web server automatically recognizes the type of license.

In the “Software update” page

< back Q@ Software update 1) togout

Energy Web Server - SXWS256 - 3.3.0

Do not tum the power off 10 the server during the upgrade process

VSO

1. Click “Browse” to select the file “.jar” from your computer

2, Click “Upgrade”

IMPORTANT: please allow the time for the updating procedure: about 30
seconds

- Verify that the update has been done checking the software version on the
“Software’s update” page

< back (2 home Software update

Energy Web Server - sstzs _

priate fle from a local folder

To upgrade the system sofwa

The system will close all connections and perform the upgrade then it will restart
automaticaily

Do not tum the power off 10 the server during the upgrade process

22
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7.8 Changing of the Web Server’s language
7.8.1 Changing of the default language
In the Web Server’s home page

[ © o

Energy Web Server - SXWS255 EZNE

1. Click “Web Server configuration”

f( back (@) home Web server configuration ) logout

2, Click “Web server settings”

r< back (@ home Web server settings () Jogout

3. Click “CSV and other settings”

23




< back (@) home CSV and other settings. () togout
CSV decimal separator Opont() @ comma()
CSV data separator © comma () @ semicolon ()
& EE—

FTPMmetwork drive password: _ 8 10 16 characters

4. Choisir la langue parmi la liste des langues
5. Cliquer sur “Sauvegarder” pour confirmer
Note: la langue sera changée a la prochaine connexion.

7.8.2 Changing of the display language
In the Web Server’s Home page

Energy Web Server - SXWS255

L3  Web server configuration

o®  System configuration

1. Choose the proper language from the list box.
Note: this operation doesn’t change the default language.

24
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7.9 Remote settings
Settings / configurations of the electrical installation
- Procedure to configure the different devices on the web server

Materials required

—  Web Server’s user manual
- A computer with a web browser (Chrome, Firefox, etc.)

Useful Information

— Network and RS485 bus parameters for Gateways and Devices (use the
Parameters Table of the Web Server)

7.10 Connection schemes - Normal Use

~_ Hub/Switch Hub/Switch
|
8485 bus f = Ry Building g F"
I.’-;—f — Network ~
RS‘QBﬁ/lP |P IP
(SXIIP)
N —
Canto... Hub/Switch
S oo ol IP
.
-
NEMO SX
N
| — »
NEMO 96 §
A}

NEMO D4..

25




7.11 LAN configuration of the computer - Automatic IP address
Follow the procedure:

| Apri documento Microsoft OFfice

Muowo docurnento Microsoft Office

L Programs ]
I_:A Docurnents 3

Settings

Search
Help and Support

Run...

Log OFf massimo desini...

Shut Down,..

Windows XP Professional x64 Edi

1.In the Start menu choose “Settings” then click “Network Connections”

" Network Connections

File

Edit View Favorites Tools  Advanced Help

\_J’ J l.@ pSaarch = Folders v

Address

6_, Metwork Connections

A Name

Network Tasks LAN or High-Speed Internet

[El create s new
connection <L, 1394 Connection

<L Local Area Connection 2

@ Change Windows
9D wiredess Network Connection

Firewall settings
@ Disable this network
device

7 Connection

2. Click “Local Area Connection”

| Area Conn

General ‘ Support|
Connection
Status: Connected
Druration: 00.02.20
Speed: 100.0 Mbps
Ativity
2
Sent Received
> |
—3s
Packets: 220 15

’

3. Click “Properties”

26
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onnection Prope|

General ‘ Authentication || Advanced

Connect using:

| B9 IntsllR) 82577LM Gigabit Network Co ‘

This connection uses the following items:

18] Cent for Miciosolt Metworks
2L File and Printer Sharing for Microsoft Metworks
1= 005 Packet Scheduler

4 Uninstall
D eser
Transmission Control Protocol/Intemet Py e default
wide area network protocal that provide: ication

across diverse interconnected netwarks.

] Show icon in notification area when connected
otify e when this connection has limited or no connectivity

4, Click “Internet Protocol (TCP/IP)”
5. Click “Properties”

General | alternate Configuration

*ou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administratar
For the appropriate IP settings.

Obtain an IP address automatically
) Uise the following IP address:

Le e
I
]

(%) Cbtain DNS server address automatically

() Use the following DNS server addresses:

]
(|

Cop

7

6. Click “Obtain an IP address automatically”
7. Click “OK” to confirm

General ‘ Authentication || Advanced

Connect using:

| BB IntellR) 82577LM Gigabit Network Co ‘

This connection uges the following itenms:

18] Clent for Miciosolt Metworks
g File and Printer Sharing for Microzoft Netwarles
U8 )05 Packet Scheduler

Install... Uninstall
Description

Transmission Control Protocol/nternet Pratocol. The default
wide area network protocal that provides communication
actoss diverse interconnected networks.

[ Show icon in notification area when connected

Matify me when this connection has limited or no connectivity

8

8. Click “OK" to confirm
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7.12 Configuration of the electricinstallation in the Web Server -
“System configuration”
Type the set IP address in the web browser.

C | b 1721681101 |P

Web Server’s login page appears

Enter PIN code then press OK

1. Type an access PIN code {ex. 99999 - default PIN)
2. Click "OK”

Enter PUK code then press OK

sssse s

Il KN KR

3. Type the access PUK code 00000 9999 00000 (default PUK)
4, Click “OK”
Web Server's Home page appears.
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) ogout

Energy Web Server - SXWS255

L3  Web server configuration

o  System corguration
Léﬂs data & diagrm.

Reports & data download
Reports: alarms

5. Click “System configuration”
System configuration page appears

- Configuration sequence:
* Gateways and Devices configuration
* Loads, groups and panel boards configurations
*  Bill of Consumptions configuration
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7.12.1 Gateways and Devices configuration

!’( back Q) home ‘System configuration ) togout |

donality

1. Click “Gateways and devices”
Gateway’s settings page appears

.-!< back (@) home Gateways and devices (1 1ogout
Gateways + Aw Gateway settings )

e O rr—

Name.

The page is divided into two sections:
section° is the “Gateways” area.

sectione shows the “Gateway Settings” area, where the configuration fields for
the selected gateway are available.
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7.12.1.2 Creating and Saving new Gateways

< back (0) home Gateways and devices (1) iogout

Gateways +y0 Gateway settings

1P Address

Name

? Descrpton/Location

b

1. Click “Add”

2. Assign the gateway parameters:
IP Address (required parameter)
Name (required parameter)
Description/Location (optional parameter)

3. Click “Save”

4. Click “Test” to verify the correct operation of the communication between the
Web Server and the Gateway

5. Click “Devices” to configure the physical or virtual devices connected to the
Gateway

Device’s settings page appears

< back (D) home Gateways and devices (") togout

Devices Device settings [ on )
Group 12 Family ° Nemo SX
12
Mode! Nemo SX
0
e Name Fer
o 11
7 SR ]
0
Supply Upstream
P 2 10 iy
s
?

The page is divided into two sections:
sectiono is the “Added Devices” area.

sectiono shows the “Device Settings” area, where the configuration fields for
the selected device are available.
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* Description of the Gateway selection button

Gateway 1

172.168.1.103

1. IP address assigned to the gateway
2. Name of the gateway
3. Gateway status

On

Off

Communication error

7.15.1.3 Creating and Saving of “Physical” Devices
- Procedure for Measure device with RS485 output

< back home Gateways and devices @ togout

Devices +90 Device settings

Family
Model
Modbus adaress
Name

Load types

1. Click “Add”
2. Choose the Device family from the families list (e.g. Nemo D4-Le)
3. Choose the Model from the models list (e.g. MFD4421)
4. Assign the Device parameters:
Modbus address (required parameter)
Name (required parameter)
Load type (optional parameter)

5. Click “Save”

6. Click “Test” to verify the correct operation of the communication between the

Device and the Gateway
Repeat the operations 1. = 6. to add more devices
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- Procedure for NEMO SX modules
< back () home Gateways and devices () logout

Devices Ly Device settings

Supply Upstream

L =5

1. Click “Add”

2. Choose the Device family from the families list

3. Choose the model from the model list

4, Assign the Device parameters:
Modbus address of the Device/Group of devices NEMO SX (required parameter)
Note: in case of an NEMO SX system in “remote addressing mode”, the Modbus address is
composed as shown: “address of the device/group of devices” - “address of the NEMO SX

interface to which the devices are connected”
(e.g.: device address: 2, interface address: 1 — write: 2-1)

Name (required parameter)
Load type (optional parameter)
Supply: current direction in the measuring sensors (required parameter for cat. Nos.
SXMM63/MT63/MMTS5)
5. Click “Save”
6. Click “Test” to verify the correct operation of the communication between the
Device and the Gateway
Repeat the operations 1. = 6. to add more devices

Note: pulse concentrator module NEMO SX (cat. no SXMIMP) is to be
managed as a standard pulse concentrator (see next page).

- Details for Measurement modules NEMO SX
Supply: to ensure correct measurement of various electrical quantities, it is
necessary to indicate the current versus trough the CT(s) or Rogowski sensor(s):

current versus upstream of tore/CT — choose Upstream (default setting)

& Supply: Upstream

current versus downstream of tore/CT — choose Downstream

Supply: Downstream

Note: to modify this setting it is necessary to delete and recreate the device.
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- Procedure for Measure devices with pulse output (Electricity, Water and Gas
counters)

< back (0) home Gateways and devices () Jogout

[ setnas | coows il Agwencea

Devices +90 Device settings

1. Click “Add”
2. Choose the Device family from the families list (e.g. Conto D1)
3. Choose the model from the models list (e.g. CE11165A2)
4, Assign the Device parameters:
Modbus address (address of the pulse concentrator) - Position (required parameters)
Name (required parameter)
Load type (optional parameter)
Note: for Water and Gas Counters, load type is automatically assigned
5. Choose the Concentrator from the list (e.g. IF4C001)
6. Click “Save”
7. Click “Test” to verify the correct operation of the communication between the
Device and the Gateway

Repeat the operations 1. = 7. to add more devices

- Details for Pulse output Meters (Electricity, Water and Gas counters)
Position: is the input of the Concentrator (Cat. Nos IF4C001 or SXMIMP*) on
which the pulse output of the counter is connected.

(* NEMO SX Device)

Bl  kUh

534388, 3 @
&

IME CONTOimp

0 1 12 33 M 3 w2
eceod e e
1

»
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- Procedure for “Generic” Measurement/Counting Devices with Modbus RS485
output

< back (@) home Gateways and devices 1) togout

[ sencos [ s [ svaces |

Devices + Device settings

1. Click “Add”

2. Choose the Family “Other devices” from the families list

3. Choose the model “Generic Modbus meter” from the models list

4, Assign the Device parameters:
Modbus address of the Measurement / Counting device (required parameter).
Name (required parameter)

Load type (optional parameter)
Register (hex) - Word: in these 4 fields you must enter the following parameters:

- Modbus register read code (3 or 4)
- Modbus register of positive active energy (value in hexadecimal)
- number of words to read
- multiplying factor to use to obtain the correct value
Note: these four information can be found in the documentation of the
meter / counter, provided by the device manufacturer.
5. Click “Save”
6. Click “Test” to verify the correct operation of the communication between the
Device and the Gateway
Repeat the operations 1. = 6. to add more “Generic” measurement/counting

devices
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- Procedure for Power factor controller ALPTEC

< back (@) home Gateways and devices ® togout

B ET Em

Devices + Device settings

1. Click “Add”
2. Choose the Device family “ALPTEC” from the families list
3. Choose the Model from the models list

4, Assign the Device parameters:
Modbus address (required parameter)
Name (required parameter)
5. Click “Save”
6. Click “Test” to verify the correct operation of the communication between the
Device and the Gateway
Repeat the operations 1. = 6. to add more Power factor controllers
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7.12.1.3 Advanced options
In the “Devices” page

< back () nome Gateways and devices

Devices + Aca Device setting [ on @
!
' 0 " | o &%
> e |
?
ik s
1. Select a Device
2. Click “Advanced”
< back (2) home Gateways and devices @ ogout

3 T3 3

Devices + Aco Advanced

3. In this page for each device configured by the user, it is possible to set
following options:

- “"Exclude from totals”. Select this option if you don‘t want that the quantities
measured by this device are added on the histograms in the “Grand Total” and
“Partials” page of the menu “Consumptions”.

Histograms of consumptions will be displayed only in the “Details” page of the
menu “Consumptions”. (see details on page 39)

-“Exclude alerts”. Option available for NEMO SX and ALPTEC devices.

Allows you to disable/exclude reports of alert(s) on events related to these types
of devices.

Note: configuration of the type of events that cause a report, is available in the
“Alert settings” page of the “Email and notification” menu of the Web server (see §
8.5.4)

- Customize the description of inputs and outputs for Multifunction State
(SXMC02) and Multifunction Control (SXM0OC1) Modules, of the NEMO SX range,
in generic configuration.

4, Click “Save” to confirm settings
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* Procedure to activate the “EQ device” function
EQ device is an optional function used to perform the energy quality check

according to standard EN 50160.

To do this is necessary set a device as “EQ device” in Gateways and devices page.

< back (D) home Gateways and devices (9 togout

Gateways + Ads

; Gateway 9 |

1031868 {

1. Select a Gateway

Gateway settings =N )

2. In correspondence of EQ device choose from the list box the device to set as
energy quality device (in the list box are displayed only devices with THD or THD +
Harmonics functions added to the selected gateway).

3. Click “Save”

Note: for each gateway is possible to set only one device as “EQ device”.

Software perform automatically the weekly check and shows the result in the
Consumption Details page with the label “LAST WEEK EN50160 CHECK: OK or

KO”

B G e

Devices

My panel board () rogout

r,-.-4__ ol Em
WM W W W WD WS W WS Ry K ke

- -

o

m m:
” HI--‘__._-

MIHE W WS MM W3 MIE W7 WS k2T K23

At the same time the software creates the folder “eqcheck ” in the web server’s
data base saved on the HDD of the Web Server (see 8.4.3).
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* Details for the option “Exclude from totals”

This option must be enabled if the measurement of a device is cumulative with
the measurement carried out by a general measuring device.

In the example: consumptions of the line "Lighting” would be counted twice in
the histograms of global consumption.

The device 2 will be excluded from the totals to ensure the accuracy of the
measurements, but its data will be displayed on the page "Details” of the menu
“Consumption”.

Device 1 -
General measure

Device 2 -
Lighting [ Excluded

device

* Description of the device selection button

4 3

1. Modbus Address (Modbus Address - Position for the counters with pulse output)
2. Name of the device

3. This symbol appears only if the device is a protection device and shows the
circuit-breaker state:

m Open
D Closed

|:| Tripped
4. Device status

On
off

Communication error
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7.12.1.4 System functions
— ON/OFF Button

N (S

Allows to enable/disable a Gateway or a Device; the function is available only for
Gateways and Devices.

< back (0) home: Gateways and devices (1) iogout

I—————“Hm----h!--ﬁt&mﬂry———

I M - 1P Address
- - -3 = %

I Name

I P D I Description/Location _
I gy o —
|

: ¥ O Test i
! e o=

|

: 1. Click “ON" to switch off a Gateway / Device

1 The selected Gateway / Device and the button switch into the OFF state.
|

|

| 7 oy

I back (0) home: Gateways and devices (1) iogout
1 =
|

F————-@mqp---h_-ﬂuyﬂim—-—*

|

1 M £ 1P Address

L N N i3 = -9

Name.

P D I Description/Location
Panel board
>
7 EQ Devices
vay i
)
10.34.36.23 2 <

Note:

* The deactivation of a Gateway causes the deactivation of all devices
connected to it.

* If a device is turned-off, its measurement data will not be displayed in the
"Devices” page.

* To return a Gateway / Device in the ON state, simply click "OFF"
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— Button Rt pEES

Allows to erase a Gateway or a Device.

< back (D) home Gateways and devices (%) togout

Gateways + Add Gateway settings N )
10.34.3613 = >
| Nar Gateway 1
?
>

) $ Test

&
Al

1. Click “Delete” in the “Gateway settings” or “Device settings” page
A confirmation page appears.

< back (D) home Gateways and devices (%) togout

Gateways + Add Gateway settings
Gateway 1 =
—'.— > By erasing a gateway you are permanently removing data

10343613 | ’&

>
?

>
b4

: >
#

2. Click “Erase” to confirm the deletion of the Gateway or the Device

Note1: To erase a Gateway, is necessary delete all the devices connected to it at
first!

* LIST OF REQUIRED PARAMETERS:

- Highly required parameters - Address/Position:
v'Modbus Address, a different Modbus address for each device connected to
the same bus RS485
v'Positions, different for wiring reasons; (only for Counters with pulse output)

- Essential parameter - Name:
v'Impossible to use several times the same name
YIf forgotten during the settings, Web Server will assign a default value
(IP Address for Gateway, Modbus Address for Devices RS485, Modbus Address-Position for Devices
with pulse output).

— Parameter “Model":
v'Possibility to have one, two or several identical models.
v'If forgotten during the settings is shown the message “Configuration Error”.
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7.12.2 Loads, Groups and Panel boards configuration
Optional setup, used to give a description of the electrical installation by panel
board(s), load(s) and group(s)

!!( back (2) home System configuration ) togout

Loads, grouns and panel boards

Link Functionality

1. Click “Loads, groups and panel boards”
Loads, groups and panel boards settings page appears.

k back (@) home Loads, groups and panel boards. ) togout

& Panel boards

=

2, Click “Panel boards”, “Loads” or “Measure Groups” to create a panel board, a
load or a measure group.

Every page is divided into two sections:
- left section is the “Added Panel boards / Loads / Measure groups” area.

- right section shows the “Panel boards / Loads / Measure groups” settings area,
where the configuration fields are available.
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7.12.2.1 Panel boards

* CREATING AND SAVING PANEL BOARD

For a physical distribution of the different panel boards of the installation.
Recommended architecture: only one Gateway per Panel board

< back (@) home Panel boards () togout

Panel boards + Panel board settings
anel Board < i ; Name
Buiding 1

%

>

Building 2

=>

To create a Panel board:
1. Click “Add”

2. Assign the panel board parameters:
Name (required parameter)
Description/Location (optional parameter)

3. Click “Save”

Repeat the operations 1. = 3. to add more panel boards

+ ASSIGNMENT OF PANEL BOARDS
Return to the section “Gateways and Devices” in “System configuration”.

In the Gateway settings area of the Gateways page, is possible to assign each
gateway previously created, to a Panel board.

Note: a gateway can be assigned to only one panel board.

< back (D) home Gateways and devices (%) togout

Gateways + Add Gateway settings

1. Choose a Gateway
2. Choose a Panel board from the Panel boards list
3. Click “Save”
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7.12.2.2 Loads

* CREATING AND SAVING LOADS

are available:
- 6 “pre-defined” categories (heating, air conditioning, etc.)
— Category “Others” to display the measurement without Load assigned
— 8 additional categories, user-creatable

< back (0) home Load types (1) ogout

Loads +y0 Load settings
L Healing 5 Name Mew Load|
N
S A condioning (i

8 ot (i
B uon
R venua f : :
This load type is pre-defined and cannot be
renamed or deleted
Ba

To create a Load:
1. Click “Add”

2. Assign the load parameter:
Name (required parameter)

3. Click “Save”
Repeat the operations 1. = 3. to add more loads

Note: it is possible to have a maximum of 14 loads.

+ ASSIGNMENT OF LOADS
Return to the section “Gateways and Devices” in “System configuration”.

In the Device settings area of the Devices page, is possible to assign a Load to
each virtual or physical Device previously created.

< back (@) home Gateways and devices () ogout

e Cm

Devices + ada ce settings [ on )

Load types:
Supply

1D

1. Click “Settings”

2. Choose a Device

3. Choose a Load from the Loads list
4, Click “Save”
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7.12.2.3 Measure groups
* CREATING AND SAVING MEASURE GROUPS
For a logical distribution of the measuring points of the installation

< back (2) home Measure groups () logout

Measure groups +>7H Group settings
Bullding 1 Hams
e .

Description/Location

Building 2

=7

To create a Measure group:
1. Click “Add”

2. Assign the measure groups parameters:
Name (required parameter)
Description/Location (optional parameter)

3. Click “Save”
Repeat the operations 1. 3. to add more groups

+ ASSIGNMENT OF MEASURE GROUPS
Return to the section “Gateways and Devices” in “System configuration”.

In the Device settings area of the Devices page, is possible to assign a Measure
group to each virtual or physical Device previously created.

< back (D) home Gateways and devices () togout

Eayacm oo

Devices & Add Devi ps

1. Click “Groups”
2, Choose a Device
3. Choose a Measure group from the Measure groups list

4, Click “Save”

Repeat the operations 2. = 4. to assign a device to another group

Note: a device can be associated with several groups simultaneously (up to 5).
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7.12.2.4 System functions
— DELETE Button

Allows to disable / erase a Panel board, a Load or a Measure group.
Note: For the “pre-defined” loads the disabling is the only function permitted.

< back (0) home Load types (1) iogout

o Add Load settings

Name New Load

-l

In the Panel boards / Loads / Measure groups settings area:
1. Choose a Panel board / Load / Measure group
2. Click “Delete

An intermediate page in which, the deactivation (Disable) or the erasing (Erase)
of the selected Panel board / Load / Measure group is proposed.

< back () home Load types @ togout

Loads o+ Add Load settings

By disabling a load, it will not show in this
interface, but data is retained and will still be
available for download

Pleo
4

By ¢} a load you are permanently removing
E {ﬂs operation cannot be undone

\
s

3. Click “Disable” to deactivate the Panel board / Load / Measure group or
“Erase” to remove definitively the Panel board / Load (possible only for the “user-
creatable” loads) / Measure group.
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By clicking on “Disable” the selected Panel board / Load / Measure group, goes
into “Deactivated” state.

< back (D) home: Load types () togout
Loads + Add Load settings
4 reang i - oer
By disabling a load, it will not show in this
interface, but data is retained and will still be
& Ar condivoning ' available for download
8° ot water (i

B ugning ‘0

By erasing a I& Gre permanently removing
Y dalz.g This dferation cannot be undone.

This state is indicated by the symbol () near to the Panel board / Load /
Measure group’s name.

< back (D) home: Load types () togout
Loads o+ Add Load settings

A condoning (i

8 ot water i

| &

2. venuiation a

T
|
|
|

T T—

To enable a Panel board / Load / Measure group, simply click “Enable”.
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7.12.3 Bill of Consumptions configuration

Optional setting, allows the economic accounting of Electricity, Water and Gas
consumptions

< back (2) home System configuration © togout

Bill of cons’gptions
l%w

L

1. Click “Bill of consumptions”
Bill of Consumptions setting page appears

i
e

< back (2 home Bill of consumptions ) fogout

Cumency

g@i VAR

Warning: the en Ost Is used to compute an approximate
“bill of energy” indication together with the kWh data,
Use these cost data only for statistical analysis

L

2. Assign the Currency using the three-letter alphabetical code according to ISO
4217 standard (e.g. EUR, USD, GBP, ...)

3. Assign the average price for the Electricity (price of kWh), Gas (price of m3) and
Water (price of m3)

4. Assign the conversion factor (m3/kWh) to display Gas consumptions also in
“Equivalent kWh”

Note: Conversion factor should be provided by your Gas supplier; contact it to
get the conversion rate

5. Click “Save”

IMPORTANT: the value of the cost of consumption is calculated with an average
price and therefore remains an approximation.

This value is usable for statistical purposes only.
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7.12.4 Configuration of the data sample rate

Optional setting, allows to edit the recording time of Electricity data including
statistical data (if available in the devices), of Water and of Gas in the Web Server
database..

Note: defaultvalue: 15 minutes

Parameter “Sample rate” affects :
- histograms updating in the consumptions display pages
- Recording of consumptions data in the database

- recording of the statistical values (average values, minimum, maximum, ...) for
measuring devices which have these values

- “CSV" files saved in the FTP space of the web server
- "CSV”" files downloaded with the “Data download” function

Procedure to edit the setting:
In the Web Server’s home page

Energy Web Server - SXWS255

L3  Web serveg nfiguration
oo s‘@mm
=B\ ooard

1. Click “Web Server configuration”

< back (D) home Web server configuration (") togout

Web server settings

Software update

2, Click “Web server settings”
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(@) home Web server settings () ogout ‘

3. Click “CSV and other settings”

' . back (2) home CSV and other settings (0] nww‘

CSV decimal separator: O pont() @ comma()

© comma () @ semicolon ()

O

4, Select the “Sample rate” value.
5. Click “Save”.

Note: Editing of this setting does not affect data already saved by the Web

Server before changing the value.
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7.12.5 Master/Slave function

This function allows you to use a web server as “Master” of one or more “Slave”
web servers in order to let the “Master” acquire consumption data recorded by
the “Slaves”.

The function allows you to manage, for example:

- installations with multiple levels

- systems with more than 255 measuring points

Example 1: =
LEVEL 1 ! 1 Web Server

Master

LEVEL 2 | Web Server Web Server Web Server
i Slave 1 g} Slave 2 g} Slave 3

Example 2:

o~
i Web Server
LEVEL 1 N ﬂ Master

Area A Area B
LEVEL 2 — [
| Web | Serveur
Bl Server* | 1. | web
Site A Site B
= F—
LEVEL 3 . | Web Server b Web Server

Slave 1 Slave 2

*Web server simultaneously
Master and Slave

The data that can be acquired from the “Master” web server are the following:
- Positive active Energy of a specific Device

- Positive active energy of a specific Load
- Positive active energy of a specific Measure group
- Total Positive active energy of all Electrical Loads
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7.12.5.1 Activation of the Function

This configuration is to be performed only on Slave Web Server(s) and is used to
give the Master permission to access the data registered by the Slave(s).

Procedure to activate the function on the Slave Web Server(s):
In the Web Server’s Home page

o]

1. Click “Web Server configuration”

Web server configuration

2. Click “Web server settings”

Web server settings

3. Click “Modbus settings”
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!( Dack (@) home Modbus settings ® fogaut

4. Click to Enable (“ON") the Modbus TCP Server used for
Master/Slave function

5. Click “Save” 2 times to confirm
Note: System will restart automatically when settings are saved

7.12.5.2 Creating and Saving of “Virtual” Gateways and Devices

Procedure for creating and saving "Virtual” Gateways and Devices is the same
used for physical Gateways and Devices.

In the Web Server’s Home page

I ® ogout |

Energy Web Server - SXWS255 EENE

1. Click “System configuration”

;( back Q) home System configuration (") togout

' tew
- E‘
0

2. Click “Gateways and devices”
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< back (2) home Gateways and devices ® sogont

Gateways +/9¢ Gateway settings

192 168.1.102

Web Server Stave 1|

1. Click “Add”
2. Assign the parameters to the Virtual gateway = Slave Web server:
IP Address of the Slave Web Server (required parameter)
Name (required parameter)
Description/Location (optional parameter)
3. Click “Save”
4. Click “Test” to verify the correct operation of the communication between the
Web Server and the Gateway
5. Click “Devices” to configure the devices connected to the Slave Web server
Device’s settings page appears

< back (2) home Gateways and devices () togout

oo i ceips’ | saarcea]

Devices +y0 Device settings [ on )

1. Click “Add”
2. Choose the family “WSMEASURE” from the families list
3. Choose the Model from the models list
4. Assign the Device parameters:

Name (required parameter)

Load type (optional parameter)

Note: Modbus Address is automatically filled
5. Enter the specific “Remote ID” of a Device, Load or Measure Group configured
in the Slave Web server or 6. Click on “All” to return Total Active Energy of all
Electrical Loads of the slave web server (the “Remote ID” field will be filled
automatically)
7. Click “Save”
8. Click “Test” to verify the correct operation of the communication between the
Device and the Gateway
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* Details for the “Remote ID” parameter

The “Remote ID" is the ID number of a Device, Load or Measure Group in the
slave web server database.

This unique number is assigned to a Device, Load or Measure Group during the
system configuration and it is shown:

- in the “Gateway and devices” page for Devices (seeimage below)

P
1< back (B) hame Gateways and devices ) togout

f

Devices + s Device settings

Nemo D4-Le Family Nemo D4-Le
>
| Model MFD4421

- in the “Load types” page for preconfigured or user-created Loads (see image below)

5( back (2) hame Load types () togout
Loads + ana Load settings

@ Disable

- in the “Measure groups” page for Measure Groups (see image below)

5( back Q) hame Measure groups ) togout

Measure groups + A Group settings

>
| b |
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* Description of the device selection button

2 All Electr. Loads

247 - 29999

1. Modbus Address (fixed value equal to 247) - Indication of the virtual device type:
247 - TXXXX = Positive active energy of the Device with ID = XXXX
247 - 2YYYY = Positive active energy of the Load with ID = YYYY
247 - 37777 =Positive active energy of the Measure Group with ID = ZZZ7
247 - 29999 = Total Positive active energy of all Electrical Loads

2. Name of the device

3. Device status
On
Off

Communication error
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8. Use

8.1 Access
The access to the Web Server data is protected by identification codes (PIN and
PUK codes).

Four types of “default” users are configurated:

- "administrator”

- “greenUp”

- "installer”

- "user”

The home page ("home") will be different depending on the type of user that
access to the device.

8.1.1 Access right

« “administrator”

Access to the pages:

— Web Server configuration

- System configuration

— My panel board (display of all measuring/metering devices)
— Consumption: data & diagrm.

— Reports & Data download

— Reports: alarms

Default access PIN code:

— 99999 (5 characters)

Default access PUK code:

— 00000 9999 00000 (14 characters)

« “installer”

Access to the pages:

- System configuration

— My panel board (display of all measuring/metering devices)
— Consumption: data & diagrm.

— Reports: alarms

Default access PIN code:

— 55555 (5 characters)

Default access PUK code:

— 00000 5555 00000 (14 characters)

« “user”

Limited access to display pages of data (not configurations possible in mode “user”):
— Consumption: data & diagrm.

— Reports: alarms

Default access PIN code:

—= 11111 (5 characters)

Default access PUK code:

— 00000 1111 00000 (14 characters)
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8.1.2 Creating a new User
Only the user “administrator” can add new users.

1. Click “Web Server configuration”
Web Server configuration’s page appears

Web server configuration

2. Click “Users”
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Users configuration page appears

< back (0) home Users () 1ogout

3. Click “Add".

4, Assign a name to the new user.

5.- 6. Type the PIN and PUK codes for the new user.
7. Choose which pages the new user can see.

8. Click “Save”

8.1.3 Changing of the access rights
The access rights of a user can be modified only by the user “administrator”

< back (0) home Users ) iogout

L

In the Users configuration page

1. Choose from the list a “name of a user” (ex. installer) to edit it.

2.- 3. Type the PIN and PUK codes for the user to edit.

4, This option allow to disable a user without erase it once the “Save” button is
clicked.

5. Choose, for the user to edit, which pages it can see.

6. Click “Save”.
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8.1.4 Logout procedure
The symbol () logout appears on all pages of the web server.

< back (D) home: Gateways and devices (¥ iogoy
Devices
Gateways + Add Gateway settings on [l
10343613
Name
10343514 '
>
10343515 7 £Q Devices
" Gateway 4 |
>
10.34.35.16 ' e
[
10.34.36.23 ' s ->) -

1. Click “logout”
A confirmation page appears.

Press LOGOUT to ext

Press LOCK 1o temporarily gisable

2. Click “Logout” or “Lock” to confirm the exit from the web server.
Note:
Logout — closing the session, reconnection with the PIN code

Lock — temporary disabling of the application, reconnection with the codes
PIN+PUK
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8.2 Data display pages

8.2.1 My panel board

Energy Web Server - SXWS255

L3 Web server configuration

2 Mypaneibgrd
[ cor, sons: data & diagrm
i ‘data download

=a
In the Home Page
1. Click “My panel board”
Devices page appears
< back (D) home My panel board ) fogout
[core Psaecr o

m Power VIAlH =
Devices

Reactive Power [kvar]
08 | inst | | Avg | Max
Group 11 i Q|0 R |
“4’— > Qi 0|2 |
& P2| | Q2 - |, | |
2] el | | mere] |
sm Apparent Power VA
PF | 048 | 1" nst_ | Avg | Max
PF1| | [S1 002
w e 5 Pr2| : | [S1] o016
PF3[ = | [s2 2
= a ]
i
>
' 7
s i
>
= = 2

The page is divided into three sections:

section o shows the devices added by the users with their characteristics and
status icons. It is possible to choose a device per Gateway , Panel board or "All
Devices”

sectiono is the area where is possible to select two pages:

Measure: display of the quantities measured by a device:

- Electricity measuring devices: Energy, Power, Voltages / Currents /
Frequency, THD (if available on the Device) and Harmonics (if available on the Device)
Note: for “generic” measurement/counting devices and “Virtual” devices
created with the Master/Slave function, only the table with the value of
positive active energy is available.

— Water Counters: Water consumptions

— Gas Counters: Gas consumptions

State/Com.: page dedicate to NEMO SX devices; display of devices status,
control buttons... for each NEMO SX device/group of devices

section O shows the values measured by the selected device, status icons and
command buttons (if available).
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For Power Factor Controllers of ALPTEC range, “Details” page of the
“Consumptions: data & diagrm.” menu is structured as follows:

< back (0) home Consumptions: data & diagrm. () togout

1l Grand Total
£ Partials - Groups and load type

P Details g
e |
1. Click “Details”
Details page appears
< back (2) home Details () togout
8
Power Il VIAIT | Hamon |
Devices i)
osa
AT
>
? X
T
ALPTEC 82
5 = > " w
- = = 3@74/\/\/
; > s - a
® e
I. L 2018
P > 007
/_
| o T T T T T T
il
p > s Fer M Ao Mey An M Ag S Ox tew D
i

The page is divided into three sections:

section o shows the devices added by the users with their characteristics and
status icons. It is possible to choose a device per Gateway , Panel board or "All
Devices”

sectiono is the area where is possible to select two pages:

* Measure: display of parameters and electrical quantities measured by the
Power Factor Controller:

— Power Fact: linear graphs with power factor trend

— Others quantities: Power, Power Factor, Voltages/Currents/Temperature,
THD and Harmonics

sectione shows the values measured by the selected power factor controller
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* Description of the device selection button

2 Group 14

1. Modbus Address (Modbus Address - Position for counters with pulse output or Modbus
Address - Indication of the virtual device type for the Master/Slave function)

2. Name of the device
3. Symbols of the functions associated to the Device

Measure

Link Functionality

4. This symbol appears only if the Device integrates the state function related
to a protection device and shows the circuit-breaker state:

m Open
D Closed

[7] Tripped
5. Device status

On
Off

Communication error
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8.2.2 Consumptions: data & diagrm.

! (')bm}

Energy Web Server - SXWS255 [engsn =]

In the Home Page
1. Click “Consumptions: data & diagrm.”
Consumptions page appears

E. back (@) home Consumptions: data & diagrm. O ogout ‘
B

Are available 4 ways of displaying data:

* Grand Total (Consumption of the entire installation)

* Partials (Consumptions per Load and/or Measure group)

* Compare (Comparison of the Global Consumptions between two Devices)
* Details (Consumptions of a single Device)
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For each page are available:

< back (2) home Partials - Groups and load type ) togout

All Electricity Loads - All Groups

r
o9
& " Tus  Mon
Loads wn s s s SR
© AnEectricity Loads
Reotng 5 0z 4 8 5 ®woum owow w ow o=
- A " o
102.49 MWh 30.75 kEUR 166.48 MWh 49.34 kEUR

JIITITATITTS

123466780011 21014161817181920312223 24262637 39293031

1 w2018
,’;""" 426.34 MWh 127.9 kEUR 2468.41 MWh 740.57 kEUR

* Histograms of Consumptions divided per:

— Day (per hour)

— Month (per day)

- Year (per month)

Comparison between the actual and the previous value (ex. today/yesterday, etc.)
Values in:

— Wh (and multiples of Wh), dm?3 (and multiples of dm?) of water, dm?3 (and multiples of dm?)
of gas and "Wh (and multiples of Wh) equivalent" of gas.

Note: displayed values (resolution, decimal values, etc.) depend only on
the quantities read by the measuring instruments.

— EUR (or other configured currency)
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8.2.2.1 Grand Total

'( back (@) home Consumptions: data & diagrm. ) sogout

ind load type

1. Click “Grand total”
Grand total page appears

r( back (@) home Grand Total

This Month
237 kEUR
Last Month

5886 EUR

Visualization of Total Energy Consumptions (Ea +) on histograms divided per
Load

2. Click “Day”, “Month” or “Year” to view the consumptions on a different time
period (Day (hours) / Month (days) / Year (months))

3. Click “Overall” to display the page of the Overall Consumptions (Electricity,
Gas and Water) of the system.

Note: in this visualization, consumption data for “virtual” devices not excluded
from Total are also taken into account.
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Overall consumptions page appears

< back () home

Grand Total

O rogout

y Yesteru y
Electricity | 3.433 MWh | 687 EUR Electricity 805 Mwh |
S 130 dm? = z m
Gas 12.35 Wh 195 EUR Gas 0EUR
Water | 130 dm® 195 EUR Water
Water
1814 % 130 am*
195 EUR

cas
184 % 130m*
1235Wn
195 EUR Electriclty
63.8 % 3433 MwWn
687 EUR

Visualization of the Overall Consumptions of the system on tables and on a pie
chart showing:
- consumptions subdivided per type:
Electricity (blue area)
Gas (violet area)
Water (yellow area)

- consumptions valued according to the measurement unit and the configured
currency

4. Click “Day”, “Month” or “Year” to view the consumptions on a different time
period (Day (hours) / Month (days) / Year (months))

Note: in this visualization, consumption data for “virtual” devices not excluded
from Total are also taken into account.
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8.2.2.2 Partials - Groups and load type

F( back (@) home Consumptions: data & diagrm. ) sogout |

1. Click “Partials - Groups and loads”

!’( back Q) hame Partials - Groups and load type ) ogout

All Electricity Loads - All Groups

- Tue
e 312659 kWh 938.58 EUR

Visualization of Partials Consumptions on histograms per Day / Month / Year
2. Click to view the consumption of a specific Measure group or of “all groups”
3. Click to view the consumption of a specific Load (ex. Ventilation, Water, Gas,
...) or of “All electricity loads”

Note: in this visualization, consumption data of “virtual” devices according to
the Loads and/or the assigned Measure Groups are also taken into account.
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8.2.2.3 Compare

< back (0) home: Consumptions: data & diagrm. (@ iogout

1! Grand Total
£ Partials - Groups and load type

3} compare "

—

1. Click “Compare”

< back (0) home: Compare () iogout

MWh 1012 EUPN

Comparison of the Consumptions between two Devices.

2. Click to select the two “physical” or “virtual” Devices to compare

Note: Selecting two non homogeneous Devices (ex Electricity and Gas),
comparison is evaluated only according to the currency (EUR or other currency)
and not according to the measurement units.

It is not possible to compare kWh of energy and “Equivalent kWh of gas.

3. Click “Total” or “Details” to view the Total or Detailed comparison between the
two selected Devices

4. Click “Day”, “Month” or “Year” to view the consumptions on a different time
period (Day (hours) / Month (days) / Year (months))
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8.2.2.4 Details

< back (0) home Consumptions: data & diagrm. () 1ogout

s Grand Total

Ol Partials - Groups and load type

=irl=
§
H

©

Details

1. Click “Details
< back (@) name Detalls () togout
[ coowy [l pover o ViAnE ==
Devices )
'_:; 3204 kWh 961, 1104 kWh 331.2 EUR
- Apr
90.83 MWH 27.25 KEUR |11451MM35IKUR7
-
v 2 s e A S S
. 2019 . 2018
MY 343.42 MWh 101.02 KEUR 1800.24 MWh 540.07 KEUR

3

s -+
dn Feb Ma A May e i Ag S 0@ Nov

The page is divided into three sections:

section o shows the devices added by the users with their characteristics and
status icons. It is possible to choose a device per Groups / Loads or "All Devices”

sectiono is the area where is possible to select two pages:
* Measure: display of the quantities measured by a device:
- Electricity measuring device: Energy, Power, Voltages / Currents /
Frequency, THD (if available on the Device) and Harmonics (if available on the Device)
Note: for “generic” measurement/counting devices and “Virtual” devices
created with the Master/Slave function, only Energy histograms are available.
— Water Counters: Water consumptions
- Gas Counters: Gas consumptions
State/Com.: page dedicate to NEMO SX devices; display of devices status...
for each NEMO SX device/group of devices
sectione shows the histograms of the consumptions, values measured by the
selected device and status icons (ifavailable).
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For Power Factor Controllers of ALPTEC range, “Details” page of the
“Consumptions: data & diagrm.” menu is structured as follows:

< back (0) home Consumptions: data & diagrm. () Jogout

1l Grand Total
Rl Partials - Groups and load type
1} Compare

P Details

[
= r

1. Click “Details”
Details page appears

< back (2) hame Detalls o
.
I ==
Devices 28
" Wed -Tue
()
ALPTEC ——
2 % R
2 ? . y
o 46 4w o owow ow m o=
ALPTEC 62
> w =i

P
D)

|

a

1234567800208 80NN NNUBNTBBNN

" 2018 2013

v
3

\

VE VE 9

- - = T T
de Fe Me ke M dn H Aw S Oc e s

vE

The page is divided into three sections:

section o shows the devices added by the users with their characteristics and
status icons. It is possible to choose a device per Gateway , Panel board or "All
Devices”

sectiono is the area where is possible to select two pages:

* Measure: display of parameters and electrical quantities measured by the
Power Factor Controller:

— PF:linear graphs with power factor trend

— Others quantities: Power, Power Factor, Voltages/Currents/Temperature,
THD and Harmonics

sectione shows the values measured by the selected power factor controller
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8.2.2.5 Advanced histograms display

For consumptions histograms of the menus “Partial - Groups and Load type”
and “Details”, an advanced display mode is available.

- Full screen display
< back (@) home Partials - Groups and load type ) togout
All Electricity Loads - All Groups
- D
Loads - am h S350 EUR 11 UR

© MEwcticity Loads

ﬂ o— 9 0z 4 6 B W o2 W o®W B BN B
man ok gl
* e 102.49 MWh 30.75 kKEUR 166.48 MWh 49.94 kEUR

8, ot waer
i 1234887880126 8192021222324

2019
426.34 MWh 127.9

1. Clicking on the button [ ], histograms can be enlarged to full screen. This
function can be useful for projecting histograms on screens in public places,
processing departments, ... to create an awareness on consumption.

Note: image format and resolution will depend on the screen on which the data
will be displayed (see example below for a screen 16:9)

ot e
o 5,14 A 105 4EUR 7 v D015 £V

@ 8 & & § 3

s i
11953 M 1506 MEUR. 50 34 DELL

T 5 5 B3

205 o
s 1 ke 201 14852 R

N EEEERL

- - ™ - ™ - - - - - - -

2.To return to the standard format, press the button 3k at the top right.
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- Detailed view and direct download of data

< back (2) home

Loads

4 reag
oo
e

8 Ligning
v
B wan sckets

& viser

1. Clicking on the button '9) , it is possible to browse the histograms in detailed

mode by:
— Day (per hours)
— Month (per days)
— Year (per months)
— 10 years (per years)

o @name

Loads

§. peaing
S AxConationing
8% ol voter
B gng
B Wil Sockets

& v

2, Click to select the histogram viewing period (Day, Month, Year or 10 years)

Partials - Groups and load type ) togout

All Electricity Loads - All Groups

3418.23 kWh 1.03 KEUR

Tus

¢ &+ 0w 17 W oW w W B

.
.

Apr

- Apr  Mar
119.42 MWh 3583 KEUR 166.48 MWh 49.94 KEUR

Man
s4223 1

0 L g
123467 890114181817 18193021 232428 2037 929031

- 2018

u 2019
il 443.27 MWh 132.98 KEUR 2450.41 MWh 740.52 KEUR

an e Me Ar My de kg Se Om

Partials - Groups and load type ) togout

All Electricity Loads - All Groups

38 15

0123485873 00NRNWIT

3. Click to choose a specific date in the selected period

4, Clicking on two arrows (4 or ) it is possible to pass from one to another
histogram in the selected period (e.g. today, yesterday, two days ago, ...)

5. Clicking on the button [, it is possible to download a “.csv” file named
“datalogger.csv” with the data saved by the web server in the selected period

6. Click to return to the standard view
Note: it is still possible to put in full screen this type of histogram by pressing the

button [ 7.
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* Description of the device selection button

2 Group 14

1. Modbus Address (Modbus Address - Position for counters with pulse output or Modbus
Address - Indication of the virtual device type for the Master/Slave function)

2. Name of the device
3. Symbols of the functions associated to the Device

Measure

Link Functionality

4. This symbol appears only if the Device integrates the state function related
to a protection device and shows the circuit-breaker state:

m Open
D Closed

[7] Tripped
5. Device status

On
Off

Communication error
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8.2.3 Link Functionality

This function allows you to link two NEMO SX modules to create automatic actions
between a module that generates an event and a module that performs an action
as a result of the event; these automations, once programmed, can run
independently without a connection to a manager is needed.

Programming is done using the NEMO SX configuration software. The Web Server
can see which links are created between the NEMO SX modules.

(® ogout

Energy Web Server - SXWS32

E3  Web server configuration

% System corg uration
B w
| L Fions: data & diagrm

In the Web Server’s home page
1. Click “System configuration”
System configuration page appears

< back (2) home System configuration () togout

£ Loads, groups and panel boards
.,“. Gateways and devices

& Llink Fum:lr’eluy

2, Click “Link Functionality”
Link functionality page appears
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In this page are shown the existing links between the NEMO SX modules
configured in the Web Server:

- on the left, modules that generate events

- on the right, modules that generate actions in response to the events

Each module is indicated with its name, function, name of the Gateway under
which is the NEMO SX module and the Modbus address of the NEMO SX module

< back Q) hom Link Functionaiity

Devices

h d

In case of an error an alert icon is displayed.

Note: to check and correct errors it is necessary to use the NEMO SX
configuration software.

At the same time, the symbol appears in the device selection button to
indicate that there is one or more modules that have been configured as part of
aLink
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8.3 Historical of consumptions

All the measured quantities are saved automatically in files “.CSV” compatibles
with Excel or “csv” reader.
It could be necessary to export these files to manipulate the information; to do
this are required some settings in the Web server.
8.3.1 CSV files options

I ©ogout |

Energy Web Server - SXWS255 EZNE

In the Web Server’s home page
1. Click “Web Server configuration”

k back (@) home Web server configuration ) Jogout

Web server settings

Software update

% Email and notification

2, Click “Web server settings”

k back (@) home Web server settings (1) 1ogout

B2 Date and time

CSV and o/ r settings
Net attings
\ ottings

3. Click “CSV and other settings”
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< back (@) nome CSV and other settings 1) togout

Detault language

Server Name (htps, SSL .:emum}

l The system wil restart automaticaly when setings are saved

4.Click to set the CSV decimal separator: “point” or “comma” (default)
5. Click to set the CSV fields separator: “comma” or “semicolon” (default)

6. It's possible to change the default password (default password: wsmeasure) used to
access to the CSV files contained in the HDD of the Web Server. (See § 8.3.2)

7. Click “Save”
Note: The system restart automatically when settings are saved.

8.3.2 Access to CSV files

Access to CSV files contained in the HDD of the Web Server, it is possible via File
Transfer Protocol (FTP):

« ACCESSVIAFTP

Type the command FTP://"Web Server IP Address” (ex. FTP:// 172.168.1.101) in
the Web browser or in the “address area” of a folder; an intermediate page
appears.

User name and password are requested:

Internet Explorer @

_r?> To log on to this FTP server, type a user name and password.

FTP server: 10.31.100.12
User name: WS sure
Password: asure

After you log on, you can add this server to your Favorites and return to it easily.

[[JLog on anonymously

Copd ()
2

1. Type the requested fields
— User name: type “wsmeasure” (default user name; not changeable by the
user).

- Password: type “wsmeasure” (default password) or “password modified by
the user” (see § 8.3.1)

2. Click “Log On”
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ftp://172.168.1.101/
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Access to the server by web browser allows you to view and/or saving single
“CSV”files only.

W ce s oAt

D+
2 T = Wttt | v B3 & o ep 013 [ wcoaogete B VAT 4G 15 WS a1 WS Ve 15 U5 T B WS Eme

Indice di ftp//10.31.10012/

B

@

For the full download of all “CSV” files at once, access to the web server via the
“address area” of a folder.

b temet » 103110012 »

{4y § oo 031 £
Fle Modfica Vs Strumenti 1

Orgenizzs +

devces

energy
eqcheck
o5
oveatTotul
settngs

water

@ selemens
<
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8.3.3 Management of CSV files

CSV files are created automatically according to the settings done by the

user in “System Configuration”.

Files are saved in the HDD of the Web Server in the following sub-folders:

« “devices”: contains the data recorded by each device (multifunction

device, energy meter, etc.)

« “energy”: contains data related to energy consumption Ea+ (files are recorded
per “all devices” / “Loads” / “Groups”)

« "eqcheck”: contains information on the energy quality (according to

EN 50160) read by a device set as “Eq device” in Gateways and Devices

(see page 36)

- “gas”: contains data related to gas consumption (files are recorded per
“Devices” and “Groups”)

- “overall Total”: contains data related to total consumptions of electricity, gas
and water

- “settings”: contains files which show the system structure detailed per

IP and Modbus addresses, groups, loads, etc.

- water: contains data related to water consumption (files are recorded per
“Devices” and “Groups”)

J devices 06,/03/2014 10:07
| ENErgy 06,/03/2014 10:00
J eqcheck 12/01/2014 01:01
| gas 03/03/2014 07:00
. overallTotal 04,/03/2014 18:00
J settings 16/09/2013 19:32
J water 01,/03/2014 02:00

Notes:

- all consumption values are saved in Wh for Electricity data and dm? for Water
and Gas data

- saved values (resolution, decimal digits, etc.) depend only on the quantities
read by the measuring instruments.
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8.3.3.1 “devices” folder
It contains a folder for each device set in the system.
Folder name: “Device ID”

19

Each device folder contains a series of “.csv” files named
“ID_type of data recorded_sampling period”

51 19_energy_2018-01.csv

5] 19_harmonics_2018-01.csv

5] 19_stat_2018-01.csv

5] 19_state 2018-01.csv

§34] 19 _statistics_2018-01.csv

54 19 thd_2018-01.csv

— ID: (identification number of the “physical” or “virtual” device in the
database) is an unique number assigned to the device during the system
configuration and it is shown in the Gateway and devices page (see image below)

— type of data recorded: energy, gas, water, statistics, THD, harmonics, etc.

— sampling-period: year-month of recording

< back (2) home Gateways and devices () togout

3 = e

Devices & Aca Device settings | on

Nemo Dé-Le Famil Nemo Dd-Le
4

)

LoAc Yook Wall Sockels
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8.3.3.2 "energy” folder
It contains a series of “.csv” files with the recording of energy consumptions

"o

subdivided per “Devices”, “Groups” and “Loads”.
Files name “type_sampling period_file version”

5] devices_2013-06_3.csv
F‘ﬂ groups_2013-06.csv
0] loads_2013-06.csv

- type: consumptions distributed per devices, groups or loads
- sampling period: year-month of recording

— file version: increases in case of changes in the system configuration
(adding of a Load/Group/etc.)

8.3.3.3 "eqcheck” folder
It contains a file named
“eqcheck_sampling period_file version”

@ eqcheck 2013 1.esv

- sampling period: year of recording

— file version: increases in case of changes in the system configuration
(changing of EQ device)

8.3.3.4 "gas” folder

It contains a series of “.csv” files with the recording of gas consumptions
subdivided per “Devices” and “Groups”
Files name “type_sampling period_file version”

¥24] devices_2013-10_7.csv
@ groups_2013-11.csv

— type: consumptions distributed per devices or groups
— sampling period: year-month of recording

— version: increases in case of changes in the system configuration (adding of a
Group/etc.)

8.3.3.5 "overall total” folder

It contains a series of “.csv” files with the recording of total consumptions of
energy, gas and water

Files name “type_sampling period”
) overallTotalCosts_2014-03.csv
i34 overallTotalValues_2014-03.csv

- type: consumptions distributed per cost (currency set) or per values (kWh of
energy, m? of gas and m? of water)

— sampling period: year-month of recording
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8.3.3.6 "settings” folder

It contains two files which show the system structure detailed per Gateways IP,
Modbus addresses, groups, loads, etc.

@ EnergySettings.csv
] General.csv
i3] GreenUpSettings.csv

8.3.3.7 "water” folder

It contains a series of “.csv” files with the recording of consumptions subdivided
per “Devices” and “Groups”
Files name “type_sampling period_file version”

¥3L] devices_2013-10_7.csv
ﬁﬂ groups_2013-11.csv

— type: consumptions distributed per devices or groups
- sampling period: year-month of recording

— version: increases in case of changes in the system configuration (adding of a
Group / etc)
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8.4 Reports & data download

8.4.1 Data Download

This function allows you to directly export consumption data in “.csv” format for
a single device, a group of devices or for all devices installed in the system.

In the Web Server’s home page

ooma]

1. Click “Reports & data download”

2. Click “Data download”
Data download settings page appears

Data download

Download settings
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Download dat O rogout

Impostazioni download

0

<0

The page is divided into two sections:

sectiono shows the “physical” or “virtual” devices added by the users with their
characteristics and status icons. It is possible to create a list of Meter devices,
Groups or Loads

sectiono is the area where, once performed a selection, is possible to set:
- starting and ending date of the reference period
- whether to include in the download also costs file(s)
- sample rate: 15 minutes (default), 1 hour or 1 day

To download csv files:

< back (D) home Data download ) fogout

Download settings

With cost fiie:

Max sample rate

1. Click to select the list type that will be displayed: Meter Devices (default),
Groups or Loads

2. Click to select Devices / Groups or Loads one by one (objects selected are
highlighted in green) or 3. click “Select All” to select all Devices / Groups or Loads
atonce

4. Type starting and ending date

5. Click if you want to include in the download also a file with costs

6. Choose the sample rate according to which consumption and costs data will
be grouped

7. Click “Download” to complete the process

An intermediate window with file(s) creation progress appears
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At the end of file creation process

8. Click “Download”
A pop-up window appears

9. Click to save the file on your computer, then 10. click “OK”

Files are now downloaded on your computer from the web server’s database in
an archive named “reportdata.zip”.

Note: files will contain only data correctly saved on the database of the software;
if a device is in communication error state or the web server is not running
properly, consumption data won't be present on downloaded files.
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In the .zip archive you can find a file with consumption data and a file with costs
data for each consumption type: electricity, gas and water for the selected
Device(s) / Load(s) or Group(s)

E_h] report_energy_devices_electricity.csv 20/05/2015 13:29
€4 report_energy_devices_electricity_cost.csv  20/05/201513:29
£l report_energy_devices_gas.csv 20/05/2015 13:29
E3}) report_energy_devices_gas_cost.csv 20/05/2015 13:29
E_h] report_energy_devices_water.csv 20/05/2015 13:29
) report_energy_devices water_cost.csv 20,/05/2015 13:29
E3}) report_energy_groups_electricity.csv 20/05/2015 13:29
E3}) report_energy_groups_electricity_cost.csv  20/05/201513:29
E_h] report_energy_loads.csv 20,/05/2015 13:28
€44 report_energy_loads_cost.csv 20,/05/2015 13:28

To perform a new csv files download

< back (D) home Data download ) fogout

Are you sure you want 1o cancei?

« I

To delete current files and create a set press Cancel

.Cw EI

12. Click “Yes” to return to the Data download settings page

11. Click “Cancel”
A pop-up window appears
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8.4.2 Reports
This function allows you to create a “.pdf” report starting from data contained in
the database saved of the web server.
Two types of reports are available:
- a general report, monthly or yearly, containing overall consumption data of
the system divided per type: Electricity, Gas and Water
- a detailed report, monthly or yearly, containing consumption data of the
selected Device(s).

In the Web Server’s home page
[ oy

Energy Web Server - SXWS255 EENE

1. Click “Reports & data download”

'( indietro (R home Report & data downioad (1) 1ogout

load dati

2. Click “Reports”
Reports settings page appears

88



Energy Web Server

< back (0) home Reports () rogout
Report settings
>
?

immary report M Detaiied report

r00p 1 20
= " >
=0
> 2018
Soop s =0 onin
>
g ?

The page is divided into two sections:

sectiono shows the “physical” or “virtual” devices added by the users with their
characteristics and status icons

sectiono is the area where is possible to select:
- which type of report: Summary or Detailed
- the report period: Monthly or Yearly report
- specific month and year

To create a Summary report:

< back (@) home Reports () rogout
Report seftings
= >
- &
b >
Group 20
: >
s =0
g .
P 0 Month
b
>
b4 E

v DGW

To create this kind of report it is not necessary to select any device because this
is a general document that contains Overall consumption data.

1. Select “Summary report”

2. Click to choose the report period: monthly or yearly

3. Choose month and year (for monthly reports) or only the year (for yearly reports)
4, Click “Download” to complete the process

A pop-up window appears
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< back (D) home Reports () Jogout
Report settings
>
i 7
Summary report W Detaiied report

" € stoto scelto di opre:
| % monthly-report_2015-Lpdf

tipo: Adobe Acrobat Document (156 kB)
da: hitp//10.31.10012

Che cosa deve fare Firefox con questo file?

Aptirlo con | Adobe Reader (predefinita) &)
e di questo tipo

[0k ] [ Annute

1)
i

5. Click to save the file on your computer, then 6. click “OK”
The file is now downloaded on your computer from the web server’s database.

Note: files will contain only data correctly saved on the database of the software;
if a device is in communication error state or the web server is not is not running
properly, consumption data won't be present on downloaded files.

In the destination folder you can find a file named:
“Report type and period”

L menthly-report_2014-12.pdf
@ yearly-report_2014. pdf

— report type: monthly or yearly report
— period: year-month (for monthly reports) or year (for yearly reports)

To create a Detailed report:

< back (D) home Reports (9 togout

Report settings

W Summary report § Detalied report

Monthly report

@ Yeary report

Year

2018

Month

5 A\ on

] 2  Downioad,
i/ {
ory

1. Select “Detailed report”
2, Click to filter the Devices list per Groups / Loads or “All Devices”

3. Click to select Devices one by one (objects selected are highlighted in blue) or 4.
click “Select All” to select all Devices at once

5. Click to choose the report period: monthly or yearly

6. Choose month and year (for monthly reports) or only the year (for yearly reports)
7. Click “Download” to complete the process
A pop-up window appears
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< back (@) nome Reports © logout

Report settings

Water
v

m3 H2O =

W summary report Detailed report

Group 11 Estato sceo di sprve:

. detailed-monthly-report_2015-Lpdf
tpo: Adobe Acrobat Document 173 kB)

ée hip/1031400.12

il che cosa deve fare Firefox con questo file?
Aprido con | Adobe Reader (predefinita)
Sebva

8. Click to save the file on your computer, then 9. click “OK”
The file is now downloaded on your computer from the web server’s database.

Note: files will contain only data correctly saved on the database of the software;
if a device is in communication error state or the web server is not is not running
properly, consumption data won't be present on downloaded files.

In the destination folder you can find a file named:
“Report type and period”
EL'] detailed-monthly-report_2014-12.pdf
EL'] detailed-yearly-report_2014.pdf

— report type: monthly or yearly report
— period: year-month (for monthly reports) or year (for yearly reports)
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8.5 Pushing e-mail and notifications

This function allows you to send via e-mail, monthly or yearly, to one or several
e-mail address(es) an automatic reports in “.pdf” or in “.csv” format. To do this
are required some settings in the Web server.

8.5.1 E-mail settings
In the Web Server’s home page

1. Click “Web Server configuration”

Web server configuration

2. Click “Email and notification”

Emall and notification

3. Click “Email”
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Email configuration page appears

< back () home

SMTP server port (optional

N B
Ha
L

Enable SSL Faise

L

This page is used to configure the sender e-mail profile; e-mail recipients will
receive messages containing alerts, events, reports, ... with the email address
configured here as “sender”.

< back

e Email

SMTP server port (optional

Enable SSL

L

1. Type the sender complete e-mail address (ex. abc@gmail.com)
2. Type the others e-mail account elements:
— User: is the user name with which the sender access to his e-mail account
- Password: is the password with which the sender access to his e-mail
account
— SMTP server name: is the Simple Mail Transfer Protocol name of the e-mail
provider (ex. for gmail: smtp.gmail.com).
— SMTP server port: optional setting used if the SMTP server port indicated by
the provider is different from the default port value (port 465).
3. Enable SSL: Secure Sockets Layer is an encryption system that is used by all
those organizations that need to transit safely and indecipherable data, so that
only the intended recipient can view it.
Enable this option if it's indicated by your e-mail provider.
Note: the elements of points 2. and 3. are obtainable from your email provider
or, for the main providers, by internet with a search engine looking for the SMTP
characteristics for the outgoing mail.
4, Click “Save”
5. Clicking “Test” a sample e-mail is sent to the sender e-mail address set in this
page in order to test the connection/configuration
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8.5.2 Telegram
In the Web Server’s home page

1. Click “Web Server configuration”

Web server configuration

2. Click “Email and notification”

Emall and notification

3. Click “Telegram”

Telegram configuration page appears

Telegram is a cloud-based mobile and desktop messaging application with a
focus on security and speed
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< back () home Telegram

b -
This page is used to configure the sender Telegram profile; Telegram users will
receive messages containing alerts, events, ... with the Telegram BOT
configured here as “sender”.
Procedure:
1. Download the application (available for free for Android, iOS and Windows
phones) on your smartphone and follow the installation process and the user
profile configuration
2, Create the BOT Telegram using the procedure described on the application
site (https://core.telegram.org/bots#3-how-do-i-create-a-bot). Note: BOT is a
simply Telegram account used to create services.

< back (2) home Telegram ) logout

IME_webserver

IWCXNX390576bVOCNA0BGCCnoweu3g46t7c2805)

L

3. Type the account elements :
- Name: name set in the BOT configuration process

-Token: unique alphanumeric code created during the BOT configuration
process; It is used to identify univocally the BOT

- Password: it is created and inserted directly on this page; it is used to recognize
users enabled to receive notifications from the Web server

Note: in this page will also appear the list of all users who have requested to
receive notifications.

4. Click to enable/disable sending notifications to each Telegram user

5. Click “Save”

6. Clicking “Test” a sample massage is sent to all selected Telegram users in order
to test the connection/configuration

Note: a telegram user, to be enabled to receive notifications from the Web
server, will have to open the Telegram app on its smartphone and send to the
BOT a message containing the password configured in this web page.
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8.5.3 Automatic reports
In the Web Server’s home page

1. Click “Web Server configuration”

Web server configuration

2. Click “Email and notification”

Emall and notification

3. Click “Automatic reports”
Automatic report configuration page appears
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< back (A home Automatic reports @ togout
Automatic report settings
{4 2
L2 W summary report W Detaiied report
= . O
up ’n
© FOF format @ Csvfomat
‘ >
uf 0

‘
The page is divided into two sections:

sectiono shows the “physical” or “virtual” devices added by the users with their
characteristics and status icons

sectiono is the area where is possible to select and set:
- which type of report: Summary or Detailed
- the report period: Monthly or Yearly report
- the report format: pdf or csv

- the e-mail address(es) of recipient(s).
Note: to enter multiple email addresses, use the comma (,) as separator (ex.
aaa@bbb.xy,ccc@ddd.wz)

To set the sending of a Summary report:

< back (A home Automatic reports @ fogout
Automatic report settings
- bity, only available with ‘email
44 >
L2 immary report W Detaiied report
>
it ?
= >
o 0
@ Csv fomat
. >
up 20

Email address

&

23a@bbb xy.ccc@dad wl

To create this kind of report it is not necessary to select any device because this
is a general document that contains Overall consumption data.

1. Select “Summary report”

2, Click to choose the report period: monthly or yearly
3. Click to choose the report format: pdf or csv

4, Type e-mail address(es) of recipient(s)

5. Click “Save” to complete the process

According to the selected period recipient(s) will receive monthly or yearly a
Summary report
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To set the sending of a Detailed report:

< back (@) home Automatic reports () ogout

1 Devices Automatic report.settings
Possibilty, only available vf
| m3 CHe =
> nmary report Detalled report

Monthly report
Others
Gmup M =

@ Yearty report

POF format @ csvfomat

Email address

1. Select “Detailed report”
2. Click to filter the Devices list per Groups / Loads or “All Devices”

3. Click to select Devices one by one (objects selected are highlighted in blue) or 4.
click “Select All” to select all Devices at once

5. Click to choose the report period: monthly or yearly
6. Click to choose the report format: pdf or csv

7. Type e-mail address(es) of recipient(s)

8. Click “Save” to complete the process

According to the selected period recipient(s) will receive monthly or yearly a
Detailed report
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8.5.4 Alert settings
In the Web Server’s home page

I @ ogout |
i Energy Web Server - SXWs255 S

1. Click “Web Server configuration”

B back (@) home Web server configuration ) sogout ]

Email and

2. Click “Email and notification”

B back (@) home Emall and notification () ogout ‘

52 Ema

3. Click “Alert settings”
Alert settings page appears
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< back (@) ome Alerts settings @ fogout

M Communication error

W Send emaito

W send Tekegran

Page dedicated to NEMO SX devices.

This page is used to set the type(s) of alarm/event for which are sent e-mail or
Telegram messages

< vack (@) home Alerts settings € sogout

Communication error

Send emailto

Send Telegram

L 4

1. Select error/event causing the sending of e-mail or Telegram messages:
- State change

- Threshold exceeded

- Configuration or installation error

- Communication error

2. Flag “Send email to” and type e-mail address(es) of recipient(s) and the object
of the e-mail message if you want to send alert e-mail

3. Flag “Send Telegram” if you want to send alert Telegram messages
4. Click “Save”
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8.6 Reports: alarms

This function allows the automatic creation and display of the list of alarms,
events, ..., registered by each Modbus RS485/NEMO SX interface (cat.no SX1485)
installed in the system.

In the Web Server’s home page

Energy Web Server - SXWS255

1. Click “Reports: alarms”
The page with the list of registered alarms appears

< back (D) home Reports: alarms (%) Jogout

Time Device Address|gw:modbus] Type
2018-01-25 16:11:18 Group 14 Gateway 8 : 14 TRIPPED
20180119 154358 Group 14 Gateway 8- 14 CoMMmCAION
201801-19152710  Group 14 Gateway 8 14 Egaxom‘:mlcmou
2018.01-19 151950  Group 14 Gateway 8 14 Eggx(v;gmlcmon
2018-01-19 151439 Group 14 Gateway 8 . 14 gg&‘g‘R\JNICAﬂQN
2018-01-19 15:09.48 Group 14 Gateway 8 : 14 COMMUNICATION
2018.01.08083825  Group 11 Gateway 8 11 TRIPPED

|1B0107 150550 Growp 14 Gateway 8 14 g%g&mrcman

| 07045603 Group 14 Gatoway 8- 14 COMMNICRHON ( s

The page shows:
- Data & Time of the alarm, event, ...
- Name assigned to the device/group of devices NEMO SX

- Name of the Gateway and Modbus address of the device/group of devices
NEMO SX in which the event occurred

- Type of alarm/event: e.g. Tripped, Duplicated function, Communication error, ...
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9 Backup and Restore

These procedures are used to create a backup of the device configuration and to
perform the restore of a saved configuration.

9.1 Backup procedure

(')bm]
Energy Web Server - SXWS255 [egsn =]

In the Web Server’s home page
1. Click “Web Server configuration”

E»m (@) home Web server configuration () sogout !
r

2, Click “Backup/Restore”
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Backup and restore page appears

< back (0) home Backup / Restore () togout

a copy of the database wil be
e flie name will be “database zip

Pushing the R
“database zip
copied in the

O, Restore

Restoring a database wil delete all current data

- r

3. Click “Backup” to access the page

< back (0) home Backup / Restore () togout

The system data and will not be ‘while the backup is in
progress

- s

4, Click “Backup” to perform the function.
A file named “database.zip” is automatically saved on the HDD of the web server.

It's possible to save in local the file by accessing to the HDD via FTP or Network
drive (see § 8.3.2)

) devices 06,/03/2014 10:07
| energy 06,/03/2014 10:00
. eqcheck 12/01/2014 01:01
| gas 03/03/2014 07:00
, overallTotal 04,/03/2014 18:00
| settings 16/09/2013 19:32
| water 01/03/2014 02:00
1 databasezip 06,/03/2014 11:02

Note: not modify the zip folder’'s name and its contents to avoid problems
during the restore procedure! (names and types of files, etc..)
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9.2 Restore procedure
1. Copy the file to restore “database.zip” in the Web server’s FTP

| devices 06/03/2014 10:07
| energy 06/03/2014 10:00
| eqecheck 12/01,/2014 01:01
. gas 03/03/2014 07:00
| overalTotal 04/03/2014 18:00
|| settings 16/09/2013 19:32
L water 01/03/2014 02:00
| 1) databasezip 06/03/2014 11:02
In the Web Server’s home page
L')w]
I

3. Click “Backup/Restore”
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Backup and restore page appears

< back (0) home Backup / Restore () 1ogout
Pushing the Backup button, a copy of the database wil be
sav er's fip. The flle name wil be “database zp'  RNJEAT

Pushing the Restore button, the database included into the file
“gatabase zip” wil be restored. The file has 10 be previously B, Restor,
copied in the server's fip (fie name fixed and mandatory)

Restoring a database wil delete all current data

4. Click “Restore” to access the page

< back (0) home Backup / Restore () 1ogout

ackup file in
art

The system will not collect data and wil not be accessible while the backup is in
progress

information, including users login information and access nghts

By

5. Click “Restore” to perform the function.

Note: the good result of the operation will be guaranteed only if the
folder’s name and its contents has not been modified after the backup
(names and types of files, etc..).
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10. Network type and access mode

10.1 LAN/intranet
Private network

Addresses and rights managed by the Manager of the Building
Hub/Switch

~_ Hub/Switch
RS485 bus I ;z « Y
= IP3
(SXIIP)
k‘ o
_—
Con{o...
NEMO ;XQ
-
&
NEMO 96...
e
NEMO D4...

10.1.1 Ports

* Web Server to Gateways or to Slave Web servers:

- Port 502, Modbus TCP
Hub/Switch
RS485 bus ‘;_ i T
=
(SXIIP)
ﬁ‘ . .
o
Cont.o..
NEMO ;XEL
o g
| e
NEMO 96...
e
NEMO D4...

IP1
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* Users to Web Server:
— Port 80, HTTP (http://IP2 by web browser)
- Port 443, HTTPS (https://IP2 by web browser)
— Port 443, Telegram
- Ports 20 and 21, FTP (ftp://IP2 by web browser or in “My Computer”)

1P2

10.2 WAN/Internet
Public network
~_ Hub/Switch Box ADSL

RS485 bus ‘ ’: =

Rslﬁg',,p IP3

(SXIIP) h IP/Name

Hub/Switch

o

-
NEMO SX

NEMO D4...

Fixed* IP Box: the IP address remains the same
= Access by IP address (Fixed IP paying according to the operators)
Dynamic* IP Box: the address may change
= Access by Name (possibility of creating a dynamic DNS account — Example
www.dyndns.org).

* User: access by the public address of the Box (IP/Name, Internet)
» Web Server: always has a fixed private address (IP2, Intranet)

= Itis necessary to achieve the association web server/Box*

* More information from the ADSL operator
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https://ip2/
https://ip2/
http://www.dyndns.org/

10.2.1 Ports
* Web Server to Gateway:
— Port 502, Modbus TCP

= Hut_)/Switch

RS485 bus & =

RS485/IP
(SXIIP)

e
N
= Hub/Switch

Conto..

O

NEMO SX

NEMO D4...

* Users to Web Server:
- Port 80, HTTP (http://IP2 by web browser)
— Port 443, HTTPS (https://IP2 by web browser)
- Ports 20 and 21, FTP (ftp://IP2 by web browser or in “My Computer”)

IP2
Box ADSL

IP (fixed)
Name (dynamic IP)
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11.FAQ

11.1 Access problems

If typing the PIN and PUK codes, Web Server’s home page is not displayed
correctly (continuous refresh of the page), you have to do the following
operations :

- delete the cookies

- delete the internet temporary files
- delete the cache

- delete the chronology

11.2 Telegram problems

If the “Test” function in the Telegram page does not work correctly, you have to
check:

- the correct opening of the communication port 443 (see § 10.1.1)

- the correct configuration of the DNS of the Web server in the “Network
settings” page (see § 7.5.1)

11.3 E-mails sending test problems

If the “Test” function in the e-mails sender configuration page (page “Email”in
the “Email and notification” menu) does not work correctly, you have to check:

- the correct opening of the communication port configured in the menu

- the correct configuration of the DNS of the Mini Web server in the “Network
settings” page (see § 7.5.1)

- Options of your e-mail account related to access by deemed less secure
applications
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